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1. Overview

Designed to be light weight, open, and simple, MQTT is a subscriber/publisher
messaging transport protocol that is considered a great solution for applications
where small code footprint is required and/or network bandwidth is scarce. It is
particularly suitable for continuous monitoring of sensory data such as temperature,

pressure, water level, energy monitoring...etc.

Publisher, Subscriber, and Broker are three important roles in MQTT protocol. As
shown in the following figure, when the Publisher publishes a message to the Broker,

the Broker will deliver the message to the subscriber.
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Weintek HMI and MQTT

HMI processes data from PLC and publishes messages to an MQTT broker, which will
handle message delivery to the subscribers. In this manner, message publishing is
possible even when the HMI is positioned behind firewalls and access to HMl is
difficult.
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Alternatively, MQTT messages can be published internally to a built-in MQTT broker.
That is, an external broker is not necessary; one can use an MQTT client to subscribe
directly to the MQTT broker inside the HMI and receive message updates! This
scheme can be realized even remotely as long as the MQTT client can connect
directly to HMI, such as with VPN or EasyAccess 2.0.
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2. EasyBuilder Pro Settings

In EasyBuilder Pro, click [Objects] » [MQTT] to setup MQTT in the project.

Server Settings

Firstly and most importantly, MQTT server information must be entered. The IP
address or domain name of the server is the IP address or domain name of the
broker. When the local address (127.0.0.1) is used, the messages will be published to
the built-in broker in HMI. To designate a broker by a domain name, please select
[Use domain name] and then enter the domain name in IP field. To prevent
unauthorized subscriber from connecting to the server, select [Authentication]
checkbox. With this checkbox selected, connecting MQTT server will require
Username and Password. In [Auto-connection] mode, the connection will be
automatically terminated if there’s no data update for a specified period of time.
Topic list shows the topics that can be subscribed on current HMI. To avoid publishing

topic list every time when connecting the server, select [Publish topic list only at the

first time].
MQTT Server MQTT Server (=3
General | Address | TLSASL| General | Address | TLSSSL |
Comment : Comment :
IP: 127 1} i} 1 [¥] Localhost IP : domainl
Use domain name [V Use domain name
Port: 1883 (e.2., 1883, 8000~8000) Port: 1883 (.2, 1883, 8000~9000)
Registration ID :  46b43¢34-139¢-481f-bf66-dcfI096d2d0c Registration ID :  46b43c94-139-484f-bi66-defI096d2d0c
[¥] Authentication [¥] Authentication
Username : username Username : username
Password : password Password : password
Keep alive time : 10 second (s) Keep alive time : 10 second (s)
[V] Auto-connection [¥] Auto-connection
Tdle limit: 1 second () Idle limit: 1 second (s)
_| Publish initial values only at the first time " | Publish initial values only at the first time
|| Publish topic list only at the first time [ Publish topic list only at the first time
* Auto disconnect if no data update for given period. Auto reconnect * Auto disconnect if no data update for given period. Auto reconnect
when data updates. when data updates. .
In this mode, start and stop commands are disabled. In this mode, start and stop commands are disabled.

LW addresses can be designated to dynamically control MQTT or display MQTT status
during HMI run time. After designating an address, its relative addresses (+1, +2,
+3...etc.) will correspond to different attributes or parameters, as shown in the
following EasyBuilder Pro settings dialog box. For instance, if MQTT_STATUS is set to
LW-110, then LW-110 shows the status and LW-111 shows the error code.

Messages that have not been sent are stored in the buffer. The maximum buffer
capacity is 10000 messages. When the buffer is full, the earliest message will be
deleted.
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MQTT Server

| General | Address | TLSSSL |

Status address

PLC : (Local HMI

v] Settings...

Status : LW-110

Error : LW-111

Buffer usage address
[¥] Enable

(0 : stopped, 1 : disconnected, 2 : connected )

(0 :none, 1 or more : error )

PLC : (Local HMI

v] Settings...

[ [16-bit Unsigned

Buffer usage : LW-0
( Unit: %)
Control address
[7] Enable

PLC : (Local HMI

 |( Settings...

Address: [Lw v 112

Command : LW-0

Reserved : LW-1 {4 word (s))
Port: LW-5
Registration ID : LW-6 (20 word (s))
Authentication : LW-26

Username : LW-27 {16 word ()
Password : LW-43 (16 word (s))
Domain name : LW-59 (64 word (s))

(0 :none, 1 : start, 2 : stop, 3 : update )

(0 :none, 1 : sccount )

o) Lo ]

Com ]

Enabling TLS/SSL authentication opens two verification methods:

[Server verification]: Verify whether the server certificate is signed by CA (certificate

authority) certificate.

[Client verification]: By providing a private key and certificate, the server can verify

the client faster, skipping login by username or password.

(MQTT Server

[ General | Address| TLSASL

[V] Enable
Server verification
[7] Enable

CA certificate : None

Client verification
[V] Enable

Certificate : None

Private key : None

Use certificate on HMI first (if existed). Otherwise, use imported files below

[¥] Server name must match certificate's information

Use certificate on HMII first (if existed). Otherwise, use imported files below.

Use private key on HMII first (if existed). Otherwise, use imported files below
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Default Messages
When HMI is the publisher and is connected to the broker for the first time, two
default topics published at QoS2 will be sent from HMI.
1. iot-2/type/mt/id/<Registration ID>/evt/topics_update/fmt/json
This topic contains the messages sent from the HMI, and shows whether the
messages are compressed.
2. iot-2/type/mt/id/< Registration ID>/evt/status/fmt/json
This topic shows the connection status between HMI and broker.
Topic Publisher Settings
After setting MQTT Server, open MQTT Topic settings. Each topic contains a number

of messages to be sent.

The name of the Topic can be user-defined, and by using the character % followed by

certain codes, HMI name/Server setting can be used in Topic name as well.

For example: iot-2/type/cMT-SVR/id/%0/evt/topic 1/fmt/json

%0 stands for HMI name. To find out HMI name, open System Settings on HMI, or use
system register LW-10884. If the HMI name is “Default HMI”, then the topic should
be written as: iot-2/type/cMT-SVR/id/Default HMI/evt/topic 1/fmt/json

Sending Mode: If Trigger-based is selected, MQTT message is sent when any value in

the Topic changes. If Time-based is selected, data is published at a fixed time interval.

Apart from Address sending mode, when an Event Log is created, [Event Log] option

can be found in the MQTT Topic Publisher settings dialog.

MQTT Topic Publisher
General |
Nickname : topic 1
Topic :  iot-2ftypelcM T-SVRYA/ %0 eviftopic 1/ mtjson j Generate
%0 : HMI name
%1 : Registration ID for sexver
%% : Character %
Address
@ EventLog [] Include recover event
Event log type
|| From event ID No. 1, Event( v]
[7] From event category
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When the sending mode is [Address], in Address tab, set the data composition that
will be contained in the topic. The addresses can be consecutive or nonconsecutive,

and of different data types and lengths.
MQTT Topic @

Maime PLC name  Address Address format  Addresse...
16-BIT UNSIGNED Local HMI  LW-16-BITUNSIGN.. 16-bit Unsigned 1
32-BIT FLOAT Local HMI  LW-32-BITFLOAT  32-bit Float 1
ABCII Local HMI  LW-STRINGASCII  String 5

MQTT provides three levels of reliability, which are known as qualities of service
(QoS). The reliability of the message determines the persistence of the message.

0: At most once, messages are not persistent.

1: At least once.

2: Exactly once.

For more information on QoS, click here.

[Compressed transmission]: The message will be compressed before being sent, and
decompression is needed before reading the message. Messages in MQTT are
compressed / decompressed with DEFLATE algorithm.

[Content format]: The supported formats are: JSON and Raw Data.

MQTT Topic Publisher
Genersl | Address|
Nickname : topic 1

Topic :  iot-2ype/cM T-SVRAA/%0/evttopic 1/ mtfson Generate ‘

%0 : HMI name
%] : Registration ID for server
%% : Character %

9 Address
Sending mode
V| Trigger-based

[V] Time-based Time interval : 1 second (s)

EventLog

| Compressed transmission

" | Retain message

QOS 3 IZ -
Content Format : | JSON v]

[ OK || Cancel | [ Help ‘

Below is an example that shows the difference between JSON and Raw Data.

When publishing four values in the following address formats:


http://www.ibm.com/support/knowledgecenter/SSFKSJ_8.0.0/com.ibm.mq.dev.doc/q029090_.htm
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Geperal | Address

MQTT Topic Publisher

=58

Name

walue 1
walue 2
walue 2
waloe 4

JSON:

"d"

PLIC name
Local HMI
Local HMI
Local HMI
Liocal HMI

"value 1" : [ false ],

"value2":[2],

Address
LE-O
LW-10
LW-20
LW-30

Address format
Bit

16-bit Unsigned
32-bit Float
String

"value 3" : [ 1.20000005, 0,0, 0,01,

"value 4" : [ "ABCD" ]

}I

"ts" : "2017-04-18T17:36:52.501856"

Raw data:

0002 009A 9999 3F00 0000 0000 0000 0000

0000 0000 0000 0041 4243 4400 0000 00

Subscriber Settings (cMT Series)
cMT Series can subscribe topics from other MQTT servers. The settings are similar to

Publisher settings demonstrated in the preceding chapters. Subscribing Event Logs is

not supported.

Address element count
1

1
5
4
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MQTT Topic Subscriber
Genersl | Address|
Nickname : topic 1
Topic :  iot-2ftypelcM T-SVRAd/device_idfevi/topic 1/fmbjson
%DYNAMIC) : Dynamic string
%% : Character %
|| Compressed transmission
QOS bl | v
Content Format : [JSON v

frr—

Content Format can be JSON or Raw Data, please select a format that is supported by

the publisher.

JSON:
{

"d" |

"value 1" : [ false ],

}I

"ts" : "2017-04-18T17:36:52.501856"

Please note that "ts" (time stamp) should be in ascending order.

Raw Data :

The address format should be specified according to the subscribed topic.
For example, if the topic contains the following address formats: Bit, 16bit-unsigned,

String (length 4). The address settings should be:

MQTT Topic Subscriber @
Geperal | Address
Mame PLC name Address Address format Address element count
walue 1 Local HMI LE-O Bit
walue 2 Lacal HMI LW-0 16-bit Unsigned
valoe 3 Local HMI LW-0 String

In this example, the order from value 1 to 3 should be: Bit, 16bit-unsigned, String.
The order cannot be changed, and the address element count should be identical.
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Project and Application

Two types of addresses can be found in the MQTT Server settings mentioned above:
MQTT_COMMAND (control address) and MQTT_STATUS (status address)

The control addresses can be designated to set control parameters, and the
corresponding addresses include MQTT_COMMAND+1 ~ MQTT_COMMAND+43...etc.
The status addresses can show connection status, and the corresponding addresses
include MQTT_STATUS and MQTT_STATUS+1.

The information of the addresses can be found in EasyBuilder Pro settings dialog box.

During HMI run time:

Setting MQTT_COMMAND to 1 connects HMI with the broker.

Setting MQTT_COMMAND to 2 disconnects HMI with the broker.

Setting MQTT_COMMAND to 3 after updating the control parameters will connect
HMI with the broker using the new parameters.

The MQTT settings can be changed dynamically during HMI run time by using the

control addresses mentioned above.
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3. Choosing a Broker

UsingBuilt-in Broker in HMI

To use the built-in broker in HMI, select Localhost check box in MQTT Server settings
dialog box (Default IP address: 127.0.0.1), or alternatively set the IP address to
127.0.0.1 on HMI. MQTT will use the built-in broker in HMI, and the client program

can connect to the broker using the IP address of the HMI.

HMI’s MQTT Broker should be downloaded to HMI from EasyBuilder Pro. Please

select [Runtime] when downloading MQTT Broker.

Using External Broker
To use an external broker, enter the IP address of the external broker when

configuring MQTT server information.

For example, when using a public broker HiveMQ, the data of the broker is:
Host: broker.hivemqg.com(212.72.74.21)

Port: 1883

Websocket Port: 8000

(http://www.hivemq.com/try -out/)

From EasyBuilder Pro V5.07.01, domain name is supported. Please enter the actual IP

address or domain name (broker.hivemq.com) of the broker.

Using Seltbuild Broker
The user can host an MQTT broker server. The following are some verified choices:

1. Mosquitto (http://mosquitto.org/download/)

2. HiveMQ (http://www.hivemg.com/downloads/) (test version provided)

3. EMQ (http://emaqtt.io/)

Please visit their respective official websites for details on installation and

restrictions.

10
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4. Getting MQTT Data

Getting MQTT data updates requires an MQTT client program. The client program
connects to the broker and register to receive data updates from HMI. Many free
client programs can be found on the web. This chapter introduces one of the free
programs for PC: MQTT.fx.

MQTT Client Program

Many free MQTT client programs for PC and portable can be found on the web. The
following briefly walks through the steps to use MQTT.fx on PC to connect to the
broker in order to get message updates from HMI. For other programs, configuration

steps may be similar.

1. Suppose an HMI is running MQTT Demo project. It’s been configured to connect
to MQTT server at 212.72.74.21/port 1883. It has an MQTT topic called Data_Bit.
2. In MQTT.fx » Edit Connection Profiles window, the connection profile should be
set as follows.
Broker Address: 212.72.74.21
Broker Port: 1883
Profile Name: user defined
Client ID: user defined
The rest of the settings can remain in default. The connection with broker will

start after clicking [Connect].

(] Edit Connection Profiles = =
local mosquitto

M2 Eclipse Connection Profile
Public Test

Profile Name | Public Test

Broker Address | 212.72.74.21

Broker Port | 1883

ChentID | MQTT_FX Client Generate

General UserCredentials  SSL/TLS  Proxy | Last Will and Testament |

QoS 0~ Retained

3. Open Subscribe tab » enter Data_Bit in the field shown below » click [Subscribe]
button. Once successfully subscribed, when there are MQTT message updates,

they will be received and displayed on the main screen.

11



MarT [\ WEINTEK

MQTT.fx Extras

Help

Public Test

Publish Qts Broker Status  Log
Daa 51 B (ass0 - shovonyietet | Noutton
Data_Bit
- C P d
Data_Bit oy Paylon |
2 Messages 03-02-2016 11:38:26.41906109
L A8
{
“d"
"trigger”: [true]
3
"ts":"2016-02-03T11:38:25 776885"
)
C P d
Data_Bit opy Payloa 5
03-02-2016 11:38:26.41906766
» L

5. Rderences

The Seven Best MQTT Client Tools
http://www.hivemqg.com/blog/seven-best-matt-client-tools
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